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Bid Number/gyel waies (Rs geam):
GEM/2024/B/4999837
Dated/feaisn : 05-07-2024

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

15-07-2024 21:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

15-07-2024 21:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

180 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Education

Department Name/[A#9r & =re1

Department Of Higher Education

Organisation Name/@316d & =1

School Of Planning And Architecture Vijayawada

Office Name/@aie I &l =TH

School Of Planning And Architecture Vijayawada

Item Category/aic HeIly

Cyber Security Audit - Security and Compliance Audit,
Infrastructure Audit

Contract Period/37Jd9 3@afd 1 Year(s)
Years of Past Experience Required for
same/similar service/3=/da a3t & AT |3 vyear (s)
IR ford 3gHa & av
Past Experience of Similar Services
required/sd aig & A3 & NAoer maas Yes
AT
MSE Exemption for Years Of v
Experience/3i 3@ & asf ¥ wrwws ge/ es
Startup Exemption for Years Of v

es

Experience/3/d & auf & FIEHUT e/

Document required from seller/fhar ¥ A
AT &S

Experience Criteria,Certificate (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/fs & Ra¥ Nl aftsar frar

No

Type of Bid/S3 & uaR

Two Packet Bid

Time allowed for Technical Clarifications

during technical evaluation/d&eld HeAihed &
aNra cepelidh! TUEIIOT ¥ A WA

2 Days
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Bid Details/f5 faaor

Estimated Bid Value/3igafad s e 709396

Evaluation Method/fcid Ugfa Total value wise evaluation

EMD Detail/3uas faaor

Required/3magsdr No

ePBG Detail/sfiis faewor

Advisory Bank/Tsarssit & State Bank of India

ePBG Percentage(%)/sdiiist ufaerd (%) 5.00

Duration of ePBG required (Months)/sdids &Y

14
INUTAT 3 (FTE).

(a). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./gusrsy 3iR Turga
JATA T, ST ITE A eIl &, et & gy # gt arfeu)

Beneficiary/arandf :

Director

School of Planning and Architecture, Vijayawada. Survey No.4/4, ITlI Road, Vijayawada-520008, Andhra Pradesh,
India.

(School Of Planning And Architecture Vijayawada)

Splitting/fassa
Bid splitting not applied/atel AT oM e fopam =,

MIl Compliance/TH3ETS icjurele

MII Compliance/TH3TSIHTS Hureld Yes

MSE Purchase Preference/tsitds @l a¥iadr

MSE Purchase Preference/T#iuds @lig adiadr Yes

1. If the bidder is a Micro or Small Enterprise as per latest definitions under MSME rules, the bidder shall be
exempted from the requirement of "Bidder Turnover" criteria and "Experience Criteria" subject to meeting of
quality and technical specifications. If the bidder is OEM of the offered products, it would be exempted from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. In case any
bidder is seeking exemption from Turnover / Experience Criteria, the supporting documents to prove his eligibility
for exemption must be uploaded for evaluation by the buyer.
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2. If the bidder is a Startup, the bidder shall be exempted from the requirement of "Bidder Turnover" criteria and
"Experience Criteria" subject to their meeting of quality and technical specifications. If the bidder is OEM of the
offered products, it would be exempted from the "OEM Average Turnover" criteria also subject to meeting of
quality and technical specifications. In case any bidder is seeking exemption from Turnover / Experience Criteria,
the supporting documents to prove his eligibility for exemption must be uploaded for evaluation by the buyer.

3. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid document (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU. Copies of relevant contracts / orders to be uploaded along with bid in
support of having provided services during each of the Financial year.

4. Purchase preference will be given to MSEs having valid Udyam Registration and whose credentials are
validated online through Udyam Registration portal as defined in Public Procurement Policy for Micro and Small
Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued by Ministry of Micro, Small and Medium Enterprises and
its subsequent Orders/Notifications issued by concerned Ministry. If the bidder wants to avail themselves of the
Purchase preference, the bidder must be the manufacturer / OEM of the offered product on GeM. Traders are
excluded from the purview of Public Procurement Policy for Micro and Small Enterprises and hence resellers
offering products manufactured by some other OEM are not eligible for any purchase preference. In respect of bid
for Services, the bidder must be the Service provider of the offered Service. Relevant documentary evidence in
this regard shall be uploaded along with the bid in respect of the offered product or service and Buyer will decide
eligibility for purchase preference based on documentary evidence submitted, while evaluating the bid. If L-1 is
not an MSE and MSE Seller (s) has / have quoted price within L-1+ 15% (Selected by Buyer) of margin of
purchase preference /price band defined in relevant policy, such MSE Seller shall be given opportunity to match
L-1 price and contract will be awarded for 100% (selected by Buyer) percentage of total quantity. The buyers are
advised to refer the OM No. F.1/4/2021-PPD dated 18.05.2023 OM_No.1 4 2021 PPD dated 18.05.2023 for
compliance of Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012
and Public Procurement (Preference to Make in India) Order, 2017. Benefits of MSE will be allowed only if seller is
validated on-line in GeM profile as well as validated and approved by Buyer after evaluation of documents
submitted.

5. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

6. Past Experience of Similar Services: The bidder must have successfully executed/completed similar Services
over the last three years i.e. the current financial year and the last three financial years(ending month of March
prior to the bid opening): -

1. Three similar completed services costing not less than the amount equal to 40% (forty percent) of the
estimated cost; or

2. Two similar completed services costing not less than the amount equal to 50% (fifty percent) of the estimated
cost; or

3. One similar completed service costing not less than the amount equal to 80% (eighty percent) of the estimated
cost.

Additional Qualification/Data Required/31fait® deadar /3maa® ser

Payment Terms:Payment of completion of work and submission of audit report.

Scope of Work:1719401548.pdf

Network Infrastructure and data flow diagram:1719401647.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service
Provider in the Bid:1719401657.pdf

Cyber Security Audit - Security And Compliance Audit, Infrastructure Audit ( 1)

Technical Specifications/dalid RAfRAPAr

Specification Values

Core

Type of Audit needed || Security and Compliance Audit , Infrastructure Audit
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/resources/upload_nas/MayQ224/bidding/biddoc/bid-6464085/1719401548.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MayQ224/bidding/biddoc/bid-6464085/1719401647.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MayQ224/bidding/biddoc/bid-6464085/1719401657.pdf

Specification Values

Team Deployment On-site

Standards against
which compliance
needed

ISO 27001: Information Security Management System (ISMS) , ISO 20000: IT Service
Management System , ISO 22301: Business Continuity Management Systems (BCMS)

Addon(s)/us3iia

Additional Specification Documents/31fafR® AR gras

Consignees/Reporting Officer/mRd/Raiféar il

Consignee N
S.No./®. || Reporting/Officer/ Quantity to Add|t|ona|
- R/ R féar Address/qar be set as 1 || Requirement/3faRe
31Ty FIAD

520008,School of Planning and

Palavalasa Venkata Architecture, Vijayawada.

1 Surva Shvam Kumar Survey No.4/4, ITI 1 N/A
ya shy Road,Vijayawada-520008,

Andhra Pradesh, India.

Buyer Added Bid Specific Terms and Conditions/sar g s o Rs & Ry ot

1. Generic
OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Certificates

Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.

3. Service & Support

Escalation Matrix For Service Support : Bidder/OEM must provide Escalation Matrix of Telephone Numbers
for Service Support.

4. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of

School of Planning and Architecture, Vijayawada.
payable at
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Vijayawada.
. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

5. Buyer Added Bid Specific ATC
Buyer Added text based ATC clauses

1) Bidder should be a CERT-In Empanelled Agency.

(Documentary Proof to be submitted)

Disclaimer/zxhaxor

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

© N o v A

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is governed by the General Terms and Conditions/arar=g faza 3R erd, conditons stipulated in Bid and
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20240705

Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/@rar=a f@za 3R eKd is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws/S1d T TTAT=T Al P TS 26 %‘H’dﬁiﬁ%lﬁﬂ*ﬁﬂﬂ{%%ﬁ'ﬂ HT%ITEF{T-TEIT@I U & =X ¥ wlg
W iy & TG F AT F qTT qfH AT @S A arel T & drs o =X 3@ g # s g & fow it oy gon
59 a8 95 & aren weTH W & orE Golgd @Ifes #F A9 od §HT IS B SEA AHqurela delr glm iR B o

I BYOT RFT ST T S AUl o I W HIT Bl debrel FAT B AR Plefed & HFHT @ A Plefell drars
& T BT |

---Thank You/g=arg---
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https://bidplus.gem.gov.in/bidding/bid/bidsla/41784394887225

r G M = Bid Number: GEM/2024/B/4999837
Q< c e Dated: 05-07-2024
) > Government Azadj Ka

._’ “ e Marketplace MMt Mahotsav

Bid Corrigendum

GEM/2024/B/4999837-C1

Following terms and conditions supersede all existing “Buyer added Bid Specific Terms and conditions” given in
the bid document or any previous corrigendum. Prospective bidders are advised to bid as per following Terms
and Conditions:

Buyer Added Bid Specific Additional Terms and Conditions

1. OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.

3. Escalation Matrix For Service Support : Bidder/OEM must provide Escalation Matrix of Telephone Numbers
for Service Support.

4. Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of
School of Planning and Architecture, Vijayawada.
payable at
Vijayawada.
. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

5. Buyer Added text based ATC clauses
1) Bidder should be a CERT-In Empanelled Agency.
(Documentary Proof to be submitted)

2) The vendor who completes the audit should submit the audit certificate in for
mat as prescribed by CERT-In.

Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
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10.

11.
12.
13.
14.

15.

Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

Seeking experience from specific organization / department / institute only or from foreign / export
experience.

Creating bid for items from irrelevant categories.
Incorporating any clause against the MSME policy and Preference to Make in India Policy.
Reference of conditions published on any external site or reference to external documents/clauses.

Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

*This document shall overwrite all previous versions of Bid Specific Additional Terms and Conditions.

This Bid is also governed by the General Terms and Conditions
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20240705
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